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Risk Modeling Challenges 

• Data needs 

• Meaningful models  

• Performance must achieve 
functional goals 
– Identifying risks/threats 

– Tool for managing/reducing risk 
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Data Needs 

• Every modeling approach depends on 
data 
– Best model is, in fact, effectively a poor 

model if the underlying data are suspect 

– Effective risk models require a strong 
industry effort to: 

• Obtain and validate all data that is used 
in industry risk models 
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Data Needs 

– Basic understanding of as-built 
pipeline material configuration 
and characteristics is critical 

– Documentation efforts such as 
Integrity Verification Process 
(IVP) are important for success  

– Model results/associated risk 
drivers can be used to identify 
most important areas to verify 
data quality 
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• Modeling approach depends on data: 
Mill Test Report 



Meaningful Models 

• All approaches apply the same basic 
definition of risk 

 Risk = Likelihood * Consequence 
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Meaningful Models 

• Likelihood (threats) 
– Time-Dependent 
– Stable 
– Time-Independent 
– Interactive threats 

• Consequence (receptors) 
– Population (HL, GT) 
– Unusually Sensitive Areas (HL) 
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Risk Model Performance 

• Regardless of approach, risk 
results/risk profile must reasonably 
match operational history 
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Meaningful Models 
• National Transportation Safety 

Board (NTSB*) references 4 general 
approaches to risk models 
– Subject Matter Expert (SME) 

– Scenario-Based Models 

– Relative Assessment Models (“index” 
models) 

– Probabilistic Models 
- 8 - *NTSB/SS-15/01 Integrity Management of Gas Transmission Pipelines in High Consequence Areas  



Meaningful Models 
• Subject Matter Expert (SME) 

– Expert group-based process based on the 
group’s assessment of risk factors 

– Structured process needed to integrate and 
balance the panel’s knowledge on risk factors 

• Scenario-Based Models 
– Evaluate risks by building scenario that might 

occur following a postulated “initiating event” 
such as a pipeline leak 

– Likelihood and consequences evaluated by 
group of knowledgeable experts 
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Meaningful Models 

• Relative assessment models (“Index” 
Models) 
– System-wide weighting factors can 

obscure uncommon, but high-risk threats 
– Acceptable for baseline assessment 

prioritization phase of IMP; most used 
industry approach 

– Not as useful for investigative application 
of risk evaluations 
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Meaningful Models 

• Probabilistic models 
– Data intensive 

– Have quantitative advantages over 
relative risk models 

– Generally more useful for investigative 
application of risk evaluations 
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Meaningful Models 

• Probabilistic models -where do we go? 
– Should Probabilistic Models be the direction 

Industry and PHMSA evolve to use for risk 
analysis approaches? 

• Fault tree/event tree 

• Bayesian 

• Power law 

• Other quantitative approaches? 

 - 12 - 



Risk Model Performance 

• Risk models must meet functional/ 
performance requirements 

– Must be able to identify risks 
(including emergent risks) 

– Must be able to be used as a tool for 
managing/reducing risk 

- 13 - 



Risk Model Performance 

• Risk models must meet functional/ 
performance requirements 
– Identification of preventive & mitigative 

(P&M) measures:  

• Can the risk assessment approach be 
used to identify and evaluate the 
impact on risk of P&M measures? 

• Is the model sensitive to individual 
parameter changes? 
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Risk Model Performance 
• Risk model must meet functional/ 

performance requirements 
– Periodic evaluation process:  

• Will the risk analysis process 
incorporate all integrity aspects 
necessary for an operator to determine 
if operational risk is going up or down 
over time? 

• Many current risk models show little 
difference in estimated risk over time - 15 - 



Risk Model Performance 
• Risk models must meet functional/ 

performance requirements 
– Assessment interval determination process:  

• Is the risk analysis integration 
assessment interval determination 
process meaningful, or just a low-impact 
factor for the ILI analysts to “consider” 
when determining intervals? 

• Actual practical impact of risk results on 
assessment interval determination is very 
limited in many PHMSA observed cases - 16 - 



Risk Model Performance 
• Risk model must meet functional/ 

performance requirements 
– Continual assessment technique selection 

process:  

• Can the risk analysis method for integrity 
threat assessment thresholds demonstrate 
variations over time due to the impact of 
actual observed field conditions? 

• Important to apply System-specific 
information for threats versus overall 
industry estimations of threat likelihoods 
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Risk Model Performance 

• Example #1 (data) 
– Cracking Failure – multiple of several 

years 
– Pre-Code Pipe 
– No Pressure Test 
– Pipe and Seam Toughness  

• Known or Unknown 
– What type model should be used? 
– Should more than one model be applied? 
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Risk Model Performance 

• Example #2 (model structure) 
– Index Model used 

– Threat weightings dominated by third party 
damage (TPD) (43%) and external corrosion 
(EC) (30%) 

– Reportable incident data indicate incident 
causes for the system: TPD 14%, EC 11% 

– How close should threat category modeling 
match the pipeline’s operating history? 
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Risk Model Performance 
• Example #3 (Emergent Risk) 

– Operator has had more than one seam 
failure over the past two years on a 1940-
50’s era line that has not been pressure 
tested to Part 195 Subpart E requirements. 
 

Should operator’s risk model be expected to 
show an increased level of risk for these line 
segments? 
 

If significant increase is calculated, how would 
results be applied to pipeline operations (e.g., if 
operations staff is not concerned)? - 20 - 



Risk Model Performance 
• Example #4 (Technical Evaluations) 

– Operator has performed a fatigue analysis 
to evaluate pressure cycling impact on a 
line that may have cracking susceptibility. 
 

Should operator’s risk model be expected to 
reflect the results of this level of analysis in the 
line’s risk profile? 
 

How would any updated risk results be reflected 
in the determination of the assessment interval 
for this line? - 21 - 



Going Forward 

• Address related NTSB rec. 

• Evaluate input from this Workshop 

• Region - inspection enhancements and 
improve protocols 

• Risk Modeling Methodology  

– Establish a Working Group 
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Reference Risk Modeling 
Methodology Work Group 

• PHMSA work group 

• Process for industry/stakeholder input 

• Process for periodic review/update 

• Develop “Technical Guidance” 
documents 
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Reference Risk Modeling 
Methodology Work Group 

• PHMSA “Technical Guide” 
documents would provide the basis 
and details of acceptable approaches 
for evaluating respective 
threat/consequence categories 

 
– Not mandatory, but available for 

use/adaptation 
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Reference Risk Modeling 
Methodology Work Group 

• Provide common reference for 
comparison of risk approaches by both 
industry and regulators 
 

• Downloadable supporting technical 
tools (spreadsheets, etc.) as necessary 
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Thank You 
 
 

Steve Nanney and Ken Lee 
 

US DOT / PHMSA 
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