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Topic Areas

• API 1167 Quick Update

• Industry Issues and Concerns

• BP – How we’re doing it today



Mornings key points

• Fatigue Management – “You don’t 
have near enough SCADA personnel 
and should hire more”

• “We shouldn’t worry about how 
PHMSA is going to enforce the new 
regulatory compliance.”
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API 1167 Status

• Second round of balloting successful.

• Unanimous approval, with one editorial comment.

• API working to have document available from IHS by mid 
December.
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195.446 (e)  Alarm Management

• Each operator using a SCADA system must have a written alarm 
management plan to provide for effective controller response to alarms.  The 
plan must include provisions/processes to:

• Periodically:
− Review SCADA safety related alarms to ensure alarms are accurate and support safe pipeline 

operations.

• Monthly:
− identification of SCADA points affecting safety that have been off scan, generating false alarms, or 

put in manual for periods of time exceeding that required for associated maintenance or operating 
activities.

• Yearly or not exceeding 15 months:
− Verification that  safety related set-point values and alarm descriptions are correctly set.

− Review of the alarm management plan to determine the effectiveness of the plan.

− Evaluation of the content and volume of general activity being directed to and required of each 
controller to assure controllers have sufficient time to analyze and react to incoming alarms.

• Address  deficiencies identified from the above.
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195.446 (e) Requirements
Written alarm management plan

• Each operator using a SCADA system must have a written 
alarm management plan to provide for effective controller 
response to alarms.

• What criteria or audit protocol will be used to judge the 
effectiveness of the alarm management plan, and the 
Controller’s response to alarms?

• Concern that PHMSA will apply Alarm Management plan to 
local HMIs and other alarm systems that should fall outside 
the purview of PHMSA.
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195.446 (e)(1) Requirements
Safety-related alarm review

• Review SCADA safety-related alarm operations using a 
process that ensures alarms are accurate and support safe 
pipeline operations

• Concern that there is no clear definition of what constitutes a 
safety related alarm.

• Concern that PHMSA will apply Alarm Management to a 
broader segment of alarms/alerts than just safety related 
alarms.
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195.446 (e)(2) Requirements
Monthly identification of certain modified SCADA points

• Identify at least once each calendar month points affecting 
safety that have been taken off scan in the SCADA host, 
have had alarms inhibited, generated false alarms, or that 
have had forced or manual values for periods of time 
exceeding that required for associated maintenance or 
operating activities.

• Is identification the only action expected of the operator?

• What are the documentation expectations of this activity?

• Assumption that SCADA systems have the functionality to 
provide this identification?

• Any definition of what constitutes a false alarm?
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195.446 (e)(3) Requirements
Set-point values and description verification

• Verify the correct safety-related alarm set-point values and 
alarm descriptions when associated field instruments are 
calibrated or changed and at least once each calendar year, 
but at intervals not to exceed 15 months

• Can verification be done at other times, such as during 
OM&ER book reviews, station checks, etc.?

• What will be the acceptable criteria for the verification?

• What are the documentation expectations for this 
verification?
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195.446 (e)(4) Requirements
Alarm management plan effectiveness review

• Review the alarm management plan required by this 
paragraph at least once each calendar year, but at intervals 
not exceeding 15 months, to determine the effectiveness of 
the plan

• What is the criteria that will be used to audit the effectiveness 
of the alarm management plan?

• What will very effective look like and not very effective look 
like?
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195.446 (e)(5) Requirements
Monitoring of Controller activity

• Monitor the content and volume of general activity being 
directed to and required of each controller at least once each 
calendar year, but at intervals not exceeding 15 months, that 
will assure controllers have sufficient time to analyze and 
react to incoming alarms

• What is the criteria that will be used to determine acceptable 
monitoring?

• How much time is sufficient for Controllers to analyze and 
react to incoming alarms?

• What are the documentation requirements of this activity?
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195.446 (e)(6) Requirements
Address deficiencies

• Address deficiencies identified through the implementation of 
paragraphs (e)(1) through (e)(5) of this section.

• What is the criteria that will be used to determine whether a 
deficiency exists?

• What is the criteria that will be used to determine if the 
Operator has addressed the deficiency properly?
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General concerns

• Concern that PHMSA will apply Alarm Management to local HMIs 
and other alarm systems that should fall outside of the purview of 
PHMSA.

• Concern that PHMSA will apply Alarm Management to a broader 
segment of alarms/alerts than just “safety related alarms”.

• Concern that PHMSA won’t allow pipeline operators to use existing 
risk-based assessment tools already in place when determining 
approach to Alarm Management.

• Concern that the audit protocols have not been finalized and that the 
industry has no idea of the documentation and proof requirements 
for the eventual audits.

• Concern that the document retention requirements are not 
specifically spelled out – what documentation is sufficient, how long 
do we have to keep it, where to we need to keep it?
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General Concerns

• No pipeline industry specific evidence on what good looks like –
each operator will be different depending on their operating 
philosophy, overall Controller workload, Alarm system capability, 
pipeline configuration and protection schemes.

• No one approach to Alarm Management fits – which component(s) 
each operator tackles first is dependent on their current situation.

• Vendors and consultants may be at cross purposes with pipeline 
operators in relation to the alarm management approach, how much 
resource to apply and how quickly the resource should be supplied.

• Less is not necessarily better in terms of numbers of alarms.

• Don’t drive the wrong behaviors which could result in a less safe or 
efficient response by the pipeline Controller.
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Examples (if time permits)
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