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1. Introduction

A widely diverse and critical pipeline infrastructure system delivers gas and oil throughout the
US with a high standard of safety. Third-party intrusion, i.e. unauthorized excavation that
accidentally strikes and damages or ruptures a pipeline, is a primary cause of loss to gas pipeline
integrity. Nationwide, the number of third party damage incidents reported for 2005 on gas pipelines
was over 25,000; of that amount, over 30% were due to a failure of the equipment operator to contact
the “One-Call” notification center to properly locate the pipe before digging. Close to 20% of
pipeline damage results from ‘excavator practices not sufficient’. Third party excavation damage to
transmission pipelines has resulted in over $500 million in property damage and resulted in 150
deaths between 1990 and 2009.1 A third party damage prevention warning system must have the
following important attributes; the ability to accurately detect excavating activity in dense, noisy
and high traffic areas, low maintenance requirements, be relatively easy to install, provide 24/7
coverage, and exhibit a low rate of false alarms. Systems that detect and quickly notify of
encroachment or insufficient practices near gas pipelines would enable pipeline operators to take
actions to avoid damage incidents. Early warning provides pipeline owners the ability to respond to
an intrusion in time to prevent pipeline damage, and preclude incurring the additional cost and risk of
repairs.

The pipeline intrusion warning system being developed in this project addresses this need. Its
benefits will include: 1) increased safety, 2) reduced number of third party damages to pipelines, 3)
reduced system downtime and customer disruption, 4) reduced costs of damage repair, 5) improved
communication between the equipment operators and the utility operators, and 6) longer life and
improved integrity of the pipeline infrastructure.

This report summarizes and documents a program completed by Physical Sciences Inc., Heath
Consultants, American Innovations Inc. and NYSEARCH/Northeast Gas Association with co-
funding from the US Department of Transportation Pipeline and Hazardous Materials Safety
Administration (PHMSA) and the Pipeline Research Council International (PRCI-Year 1 only). The
work advanced the development of an autonomous distributed sensor alarm and notification system,
known as PIGPEN, which provides pipeline operators with a real-time warning of unauthorized
right-of-way encroachment and excavation activity near a pipeline. In this program, novel threat
detection and false alarm rejection algorithms were developed and field tested. Next generation
advanced prototypes of potential commercial products were also developed and field tested although
the most advanced prototype (AP+) will require additional data collection and field testing to
determine if the technical objectives were met. Descriptions of the system hardware, performance,
operations, field test results and current development status are reported herein.

2. Objectives

The program objectives were to:
« Advance PIGPEN technology to pre-production status by:
—acquiring data needed to fully develop algorithms for threat detection and false alarm
rejection;
— developing practical procedures for deploying and utilizing the technology;
— testing the system in a range of operational scenarios; and
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— advancing the technology to the stage of pre-production prototypes.
»  Transfer technology and know-how from developers (PSI) to commercial partner
(originally American Innovations, finally Heath Consultants)
— enable commercializer to assemble, install, and service PIGPEN systems
— allow commercializer to assume responsibility for post-project product engineering and
marketing.

The program was funded and executed in a work scope that was planned in a two-year
framework:

Year 1: Refine and prove the PIGPEN system

* Implement new algorithms and verify in diverse geologies

« Evaluate the complete PIGPEN system in field tests

* Acquire data demonstrating:
- Real-time alarm capabilities in two or more geologic and geographic locations
- Extended operation in semi-permanent installation

* Expand threat library

* Improve threat detection and false alarm rejection algorithms

Technical performance goals for the AP system were to identify digging threats with:
* 95% probability of correctly detecting threat within protected area (probability of detection,
Pd)
* 90% probability of correctly classifying a threat within protected area
* <5% probability of incorrectly classifying a threat as a non-threat (probability of missed
alarm, Pma)

Less critically, the target for localization accuracy was <20ft. in uniform soil & <35ft. in complex
soil

Year 2: Advance product commercialization

* Transfer PIGPEN documentation to commercialization partner
* Develop next-generation (AP+) configuration
* Field test and demonstrate AP+

Technical performance goals for the AP+ system (demonstrated after field test data acquisition) were
to identify digging threats with:
* 97% probability of correctly detecting threat within protected area (probability of detection,
Pd)
* <5% probability of incorrectly classifying a non-threat as a threat (probability of false
alarm, Pfa)
* <2% probability of incorrectly classifying a threat as a non-threat (probability of missed
alarm, Pma)

Less critically, the target for localization accuracy was +20ft. Correct identification of the type of
threat (backhoe, trencher, etc.) was targeted to be <25% error.
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3. Technical Approach
3.1 System Description

The Proactive Infrasonic Gas Pipeline Evaluation Network (PIGPEN) system consists of an
network of discrete and unattended, geographically-distributed smart sensor packages deployed
around (but not in contact with) an underground pipeline or similar protected area (Figure 1). The
sensors are embedded about 18 inches below ground and are deployed every few hundred feet along
or straddling the pipeline right-of-way.

Sensor
_-7_6

Pipeline

Sensorfe - —————-—==-=="""" " RN T T T ————— |Sensor
3 5

!4 ~500 — 1000 m >!

Figure 1. Seismic sensors (“nodes”) and configuration of array installation.

Each sensor package continually captures and transmits seismic signals to the Network
Interface where they are processed. Depicted in Figure 2, the system’s processing algorithms
capitalize upon characteristic seismic signal features to distinguish threats or abnormal events from
benign sounds. When activity is detected, the algorithms extract a set of features from the data
transmitted by several network sensors that classify the activity as "safe" or a "potential pipeline
threat". An example set of features is the average signal power from each of the three loudest sensors
in the network. Using data from a minimum of three sensor nodes, the networked sensors collectively
localize the event. If a threat is localized within the protected area and meets other criteria, the
system transmits an alarm to an operations center. Notifications can be communicated via text, email,
and voice.
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Figure 2. Schematic of the pipeline protection network process.
3.2 System Hardware

Each sensor “node” consists of a low frequency seismic sensor packaged with a low-noise
pre-amplifier, a digital signal processor (DSP), a power and communication adapter (PCA) circuit,
and a wireless radio for communication with the network interface box (NIB). This project utilized
two evolutionary system configurations: 1) the Advanced Prototype (AP), developed in the Year 1
work scope; and 2) the next-generation advanced prototype (AP+), packaged in a configuration that
addresses technical and commercial issues of the AP.

The AP sensors comprise several discrete segments: an underground unit containing the
seismic sensor, pre-amp, and DSP (Figure 3a), and a surface unit housing the PCA, wireless radio,
and the radio antennae (Figure 3b). Each sensor node is powered by a separate 12 V battery. The AP
NIB (shown in Figure 4) has three components: a pole-mounted network communication module
(antenna / radio), a laptop PC running the detection and alarm algorithms, and a communications
module for client notification (e.g. American Innovations Bullhorn system, not shown). The NIB
software is activated by the system operator via a User Interface program.

Figure 5 shows the AP+ configuration developed in Year 2 of this project. It houses the
PIGPEN sensor in an underground pod attached to an above-ground tube emulating a pipeline
marker post, resulting in an easy-to-install one-piece unit. PCA and sensor circuits with revised form
factors are contained within the pod. The tube includes solar-charged batteries plus the radio and
antenna for communicating with the NIB. The NIB includes a cellular router for remote access and
support.
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Above Ground

Figure 3. PIGPEN AP. (a) sensor module, (b) PCA module and battery, and (c) solid model
rendering of the components of the sensor module.
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Figure 4. PIGPEN AP Network Interface Box components.
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Figure 5. PIGPEN AP+ (now called Digln), showing sensor Pod, solar charger, and NIB
3.3 Signal Acquisition and Data Reduction

The PIGPEN sensors acquire and digitize seismic signals at a 1 kHz data rate. Each sensor
locally stores data at this rate for 30 s, transmits the data to the NIB, and repeats the cycle. Data
processing at the NIB includes segmenting the 30 seconds of raw data into into 28 segments each of
2sec duration (15 even segments (0-2s, 2-4s ... 28-30 s), 13 odd segments (1-3s, 3-5s, ... 27-295))
and calculating the total signal power in each segment (Figure 6). To assure reliable data
transmission, this data compression is also performed by the DSP at each sensor node. The
compressed data is transmitted to and recorded by the NIB along with the raw (1kHz) data. At the
NIB, classification and localization calculations are performed using the compressed 2s data
segments.
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Figure 6. Reduced bandwidth data procedure.
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4.0 Research Findings and Results

4.1 Year 1

The Year 1 work scope of this program succeeded in meeting the goals of creating a set

of prototype networked sensors, installing and demonstrating them at three locations for
extended periods, and implementing localization and threat identification signal processing

algorithms. As a result, the continuous operation of the complete system was demonstrated for

30 days at the third of three test sites as follows:

* 91 % correct identification of threats (P4 Goal 90%)
* 95% correct threat localization (Goal < 20’ in uniform and < 35’ in complex soils)
* 86% alarm response from actual threats (Goal 95%)

* False alarms due to background noise were eliminated and <7% for threats slightly

outside the protected area (Pra Goal <5%)
Table 1 summarizes the tasks completed to achieve these results.

Table 1. Year 1 Tasks

— Create Field Test Plans

— Complete sensor system assembly, programming, and activation
= Improve threat detection and identification algorithm efficiency

= Revise, refine and install Received Power Localization model and algorithm
= Update network communications software

— Specify Interface with Al notification system

— Install sensors and execute field tests

= Evaluate and demonstrate ability to operate autonomously, with minimal power
consumption, and for extended periods

= Testand evaluate full network communication and reporting functions

= Test against a variety of threats
= Incorporate and test real-time threat localization algorithm
= Develop installation and test procedures

— Analyze and report results

= Gather statistics for determining probability of detection and probability of false alarm

System tests were conducted at three field sites in Year 1. These are summarized in

Table 2 and further described in Sections 4.1.1 — 4.1.3 below.
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Table 2. Summary Field Test Site Locations, Conditions, and Activities in Year 1

Parameter Site #0 Site #1 Site #2

Location PSI Parking Lot BP Pipeline, Cushing, OK PSE&G, Woodbridge, NJ

Purpose Test system functionality Demonstrate continuous Demonstrate continuous operation
operation and threat response and threat response

Planned Site ~50mx 50m ~1000 m x 50 m along pipeline ~1000 m x 50 m along pipeline

Configuration right-of-way right-of-way

Actual Site Configuration ~50mx 50m ~200m ¥ 50 m near pipeline ~1000 m % 50 m along pipeline
right-of-way right-of-way

Site Conditions Grass/Asphalt Tall grass, simple soil, open Pipeline/power line right-of-way

pasture surrounded by storage
tanks, roads, and power lines

within metropolitan area. Grassy
field with pipeline and embedded
structures. Nextto railway and
truck lot.

Sensor Configuration

5 sensors, two rows,
variable spacing up fo 100
m

4 sensors, two rows straddling
pipeline during threat data
acquisition (2 days)

2 sensors, side-by-side, for ~20
days background data acquisition

5 sensors, two rows straddling
pipeline

Duration

2 days

30 days

30 days

Activities

Verify end-to-end system
operation

Characterize response
with impulse source
(sledgehammer)

Continuously record background
data

Challenge with known threats
Acquire new threat signatures
Evaluate alarm response

Continuously record background
data

Challenge with known threats
Acquire new threat signatures
Evaluate alarm response

4.1.1 Field Test 0 (Andover, MA)

Test Purpose

The main purpose of this testing was to prepare the PIGPEN system for implementation
in Field Test 1. Functionality was the main characteristic being tested. This included validating
the system’s ability to: (1) have nodes operate continuously and autonomously and also respond
to NIB radioed instructions, and (2) wirelessly transmit and store raw acoustic data. In addition,
limited event data at varying locations were gathered to test and improve the received power
localization (RPL) algorithm.

Test Configuration

Initial field testing was performed on Nov. 20-21, 2008 near PSI’s headquarters in
Andover, MA around an adjacent parking lot. An effective right-of-way was arranged in the
parking lot around an imaginary pipeline and sensors were buried (~12” deep) around the
perimeter of the lot. “Threat” signals were a series of sledgehammer strikes to a metal plate on
the ground. Figure 7 illustrates the location of sensors and threat events.
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Red Stars = Sensor Locations. Sensors buried ~50 cm deep
= Sledgehammer strike locations

Figure 7. Geometry of sensor deployment and threat event (hammer strike) locations.

Test Procedure

e Configured a suite of 5 sensors installed at ~120ft spacing around a parking lot
simulating a right-of-way

e Established a grid of 66 seismic source locations, both inside and outside the right-of-way.

e At each location, generated seismic impulses by striking a steel plate three times with a
sledgehammer in a 30sec data sample.

e Repeated to acquire 3 data samples at each location

e For each sample event, each sensor was polled in turn to transmit its raw (16-bit, 1kHz
rate, 30sec = 30,000 points) data sample back to the NIB where it is stored.

Field Test Results

Hammer strike average power (P) data (over 2s window) for the five sensors
versus range is plotted in Figure 8. As expected, the trends suggested the signals follow a basic
power law function:

P=cd®
Where:

¢ = power scaling parameter (sensitivity)
d = distance between event and sensor
a = power decay parameter (attenuation along path)

However, each sensor has a unique slope of P versus distance, indicating that the
localization algorithm will perform better when each sensor is calibrated after installation and
assigned unique “c” and “a” scaling parameters. After correcting each sensor for its own response
scaling, the RPL routine was applied to the 66 seismic events. Resultant localization accuracy was

+35ft. This yielded >90% correct identification of events within the 120ft wide right-of-way.
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Figure 8. Geometry of sensor deployment and threat event (hammer strike) locations.

This short field test demonstrated the ability of the radio network and NIB software to
continuously cycle through sensor interrogation and “raw” (30,000 point) data streaming and
storage. It also taught that several improvements to the PIGPEN hardware and software were
needed in preparation for achieving the test objectives for Field Test 1.

All of these improvements were completed and the equipment crated for shipping to the Field
Test 1 site.

4.1.2 Field Test 1 (Cushing, OK)
Test Purpose

The purpose of this test was to demonstrate continuous unattended end-to-end
operation of the PIGPEN system, including real-time alarm notification via the American
Innovations Bullhorn™ product. In addition, the plan was to generate and record signatures
from additional excavation equipment to expand the library of threat signatures, and to generate
a wider set of data to test and enhance the threat identification and localization algorithms.
Sensors were to be left installed for a month, providing data to be analyzed both during and after
the installation period. These data were to be used to build a strong locally-appropriate
classification tree, to be installed before the end of the test period. The performance of this
algorithm was to be tested with both known, planned events, as well as unscheduled “threats”.
The area is frequented by heavy machinery, thus providing many opportunities for the latter
category.

Test Configuration

The location of Field Test 1 was the British Petroleum (BP) Pipelines Storage Facility in
Cushing, OK. Sensors were installed at the site from 03/31/09 — 04/30/09. A test plan was
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prepared prior to the installation. The first two days involved active participation of PSI
engineers, site managers, and excavation operators. The site was chosen for its isolation, size,
uniformity, farm land type soil, and potential to control conditions and experiments. Pictured in
Figure 9, the site is an open region above buried pipelines and adjacent to a large plot of
petroleum storage tanks

Six sensors were planned to be installed for these tests. Figure 9 illustrates 10 potential
installation locations chosen to deploy the six sensors initially in a tight zigzag across the Y=50m
line and later (performance allowing) in an extended pattern. The NIB computer was located at a
desk inside a nearby pump house shed, while its radio module was mounted on a pole just
outside. Also on the pole was an all-weather USB camera programmed to record upon detecting
motion. Thus, detected “events” could be correlated with a visual record of the scene.

Pipeline

@ Sensor Positions ¢ NIB Location
Figure 9. (bottom) Satellite view of Test Site 1 in Cushing, OK, with planned
sensor locations and buried pipeline paths. The star indicates the location of the
NIB inside a nearby pumping station shed (top).

Test Procedure

e Prepared sensors, batteries (2 sets, 6-battery charger), radio communications, video capture
and storage, infrasound acquisition and storage, and reporting procedures

e Implemented real-time system operating software and alarm reporting interface (Bullhorn)

e Installed 6 sensors in ground in the tight zig-zag pattern (farthest sensor ~350m from
nearest -see note below)
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e Executed the controlled test plan, accumulating seismic signatures vs distance using
sources that included a tamper, a backhoe, a trencher, a bulldozer, an auger, a cement
truck, a cow herd, and general background.

Note:
Problems were encountered with radio communications after the sensor installation. Data
transmission was failing at a significant rate when sensors were separated from the NIB
by more than ~150ft. Taking the NIB mobile (in a vehicle) demonstrated that the
problem was confined to the test site. On the 2" day, it was observed that two sensor
nodes (PCA boxes) were compromised by rain. The NIB was relocated near the SE
section of the BP site and a modified test configured wherein four sensors were installed
within good communication range of the NIB. Prior to leaving Cushing, the NIB was re-
installed in the pump house and two sensors were buried close enough to the NIB to
provide reliable communication. Those sensors remained installed and operational
throughout the month of April. They collected background and unscheduled threat data
as originally planned. The Bullhorn unit was connected and transmitted alarms.

Figure 10 illustrates the geometry of the revised tests for recording controlled threats.
Note that in two locations sensors are installed at the same spot. Sensor 1 (S1) failed to transmit,
though, yielding a four-sensor data set. Excavation events were performed at the indicated
locations with multiple machinery types illustrated in Figure 11.

Subsequent to these controlled excavation tests, the two sensors left behind for long-term
data acquisition were located ~75ft from the pump house as shown in Figure 12, and the NIB
was returned to its original station inside. The system was programmed to record raw seismic
data and video files to external hard drives, as well as to USB memory sticks. These memory
sticks were exchanged and forwarded to PSI at each sensor battery refresh, every 2.5 days. The
Bullhorn unit was activated and programmed to relay an email on an “event”. The threat
classification and RPL algorithms were turned off during this period, resulting in many
notifications due to local vehicle activity (note proximity to road) as well as natural signatures.
Figure 13 is a record of one week’s worth of signals that illustrates the plethora of various
activities with “event” type signals having intensities exceeding the rolling CFAR threshold.
Figure 14 zooms in on the details for some of the recorded activities on the day of April 28. The
data is a good example of both a broad rise in background signal intensity due to non-threat
activity (wind) as well as more anomalous machinery signatures on shorter time scales.
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Figure 10 . Modified field test geometry for Field Test 1 in Cushing, OK.
The NIB is powered by a dc inverter from vehicle power.
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Figure 12. Geometry of the long-term (~3 week) installation at the Cushing, OK test

Signal Power vs Time Cushing, OK, April 22-29, 2009
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Figure 13. A week’s record of seismic power (2sec segments) (blue) and “event” threshold (red)
versus time for one of the installed sensors in the extended installation at the Cushing, OK test

site.
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Figure 14. April 28, 2009 record of acoustic power (2sec segments) (blue) and “event”
threshold (red) versus time for one of the installed sensors in the extended installation at the
Cushing, OK test site.

Field Test Results

During the entire test period, raw data were stored and returned to PSI for post-analysis,
refinement of the localization algorithm, and threat signature collection. The data from various
threats were utilized to test and improve the RPL algorithm. Data from the tamper was
employed in the first step to calibrate the sensors.

Figure 15 illustrates RPL results for 6 excavations by the trencher. By averaging location
results from all data segments, accuracy was improved. In general, the reported position of the
source moves along with the actual source location and the accuracy of the algorithm is very
good (<10ft, until the source exits the end of the array of sensors). The repeatability (variance)
of the results is distributed to a large degree perpendicular to the array. Figure 16 shows a
similar set of data for the tamper. Absolute accuracy is somewhat lower at ~+30ft, but the
variance is lower.
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Figure 15. RPL results for 6 excavations with the trencher (machinery on for entire 30sec
sample). Red symbols indicate sensor locations, green symbols the digging location, and blue,
the calculated 2sec and average RPL calculations.
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Figure 16. RPL results for 8 excavations with the tamper (machinery on for entire 30sec
sample). Red symbols indicate sensor locations, green symbols the digging location, and blue,
the calculated 2sec and average RPL calculations.

In the long-term installation, the sensors and notification system operated throughout the entire test
period. The system responded as expected to single sensor event threshold alarm qualification.
However, these alarms were based only on signature amplitude exceeding a Constant False
Alarm Rate (CFAR) threshold. This was a result of the radio transmission problem, wherein this
field test was unable to deploy sensors in the planned geometry and thus could not complete
implementation of real-time localization. The long term data records did, however, provide very
useful compilations of natural and anthropogenic background activity, and even what would
likely be characterized as a threat event (extended presence of nearby heavy machinery).
Thunder caused many false alarms. On the other end of the performance scope, some events that
might be considered strong enough to wake and analyze, were missed due to high background
noise, such as wind. Also, many false alarms were generated by these varying short-lived events,
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teaching that localization and statistical analyses are essential for false alarm rejection as well as
for improving detection during high noise periods. An additional alarm qualifying step that was
determined to be important as a result of the analysis of this data is a measure of Persistence.
This third level alarm qualification test is intended to discriminate non-threatening short-lived or
moving seismic sources from actual threats that must remain nearly stationary for enough time to
dig down to the pipeline. It requires: (1) the identification of the signal in two successive
samples, and (2) for the variance of the RPL results in the sample to be less than a certain value,
say 50ft. The first of these metrics was implemented in Field Test 2, and proved very effective at
rejecting potential false alarms from transient events.

At the conclusion of this test, PSI consulted with American Innovations and radio
manufacturer MaxStream to understand and resolve the 900 MHz data transmission problem.
The corrupting mechanism to radio communication was unclear, but may have been related to the
proximity of the large metal storage tanks if multipath signal reception was at play. Interference
from another radio source in the same band is another possibility. Overcoming this problem is
essential for enabling real-time localization in Field Test 2. The consensus recommendation was
to change the radio mode of operation from “Streaming” to “Acknowledge”. This change was
made, and tested briefly at Test Site 2, a PSE&G right-of-way in Woodbridge NJ. The change
resolved the problem when the spacing between the sensor and NIB is less than about 500 ft.
Investigations continued in looking for the cause of difficulty for longer distances.

4.1.3 Field Test 2 (Woodbridge, N.J.)
Test Purpose

The goals of this field test were to: a) evaluate the probability of detecting and alarming
upon threats, b) evaluate the frequency of experiencing false alarms, and ¢) demonstrate real-
time threat alarms and false alarm rejection during extended operation.

Test Configuration

In this second long-term installation, the PIGPEN system was installed from 10/27/09 —
12/12/09 at a pipeline right-of-way in a Public Service Electric & Gas (PSE&G) facility in
Woodbridge, NJ. Along with a high pressure natural gas line, the site was co-located with
electric utility, buried telecom cables, and railroad rights-of-way. Six networked sensors were
installed as shown in Figure 17, a satellite view of the site. One sensor was non-functional after
installation, which turned out to be a result of a shovel-severed cord.

The site was chosen for its semi-urban location and moderate to high activity levels. This
would allow operators to adjust and improve the statistical algorithms that would be able to
distinguish between many different types of ambient seismic noise versus pipeline threats. The
protected right-of-way for this test was a ~200 m x 40 m rectangle. The site is bounded on the
south by a freight railway line with trains passing sporadically during both the day and night (about
6 trains per day). South of the railway line are several small factories which are most active during
the 5 day workweek during daylight hours. North of the site is a commercial truck yard and
suburban housing. Approximately 1 mile to the east is Interstate 95. The site is also along the
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North/South flight corridor for Newark International Airport; low-flying aircraft regularly pass
overhead. In addition, there is daily vehicle traffic along the dirt road through the site as
maintenance vehicles regularly visit the control station which houses the network interface. During
the testing, the right-of-way was mowed twice. The network interface box was located in a
permanent structure 150m north of the protected area.

WoodBridge NJ, Site Map 10- 28 09

—

LS B
:r-= / A Sensors
- , h '"ﬂ ® Tamper Locations
. + NIB

100 200 300 400 500 600 700 800 900 1000
Ft

Figure 17. Map of Woodbridge NJ test site (North is up).

In this test, the PIGPEN system included an updated algorithm for activating notification
alarms:

1) Collect seismic data from each of the six (five) sensors for 30 s

2) Classify the data to evaluate the presence of a recognized threat. (Employs Constant False
Alarm Detector (CFAR) scheme for qualifying as threat).

3) If athreat is recognized, evaluate the location of the threat (RPL algorithm)

4) If the threat location is within a specified region (the pre-defined “protected area”), the
threat signal is checked for meeting the Persistence criteria.

5) If (1) “threat” status, (2) right-of-way location, and (3) persistence criteria are all met,
activate alarm.

6) Returnto Step 1

In addition, the threat classification algorithm included the upgrade to the statistical classifier tree-
based approach. The system was trained to classify tamper signals as “events” that require further
processing, and used 4 days of background signals to classify non-events. The result of the
statistical classifier tree generation from this data was to identify the mean power (over the 30sec
acquisition period) of the loudest three sensors as the most important identification feature, and
thus uses these to define signal class as “event” or “background”.
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Test Procedure

Less than one day was required to install the pipeline protection network and it remained in
place for a six week period during which data was continuously recorded. After installation, the
system was subjected to scheduled, known threats for an initial performance evaluation and to
collect data for algorithm development. The threat surrogate used for this testing was a “jack-
rabbit” tamper. During the testing phase, the system operated autonomously except for twice
weekly maintenance to measure system functionality and perform battery changes. After 1 month,
the NIB algorithms were updated and re-tested with a tamper threat.

The new data classification and localization portions of the threat detection algorithm
required site-specific training. After training, the algorithm demonstrated high probability of
correct identification and localization of threats for which it has been previously exposed. The
training procedure was to: a) install the system; b) acquire data while threats are active within the
protected area or right-of-way; c) acquire data in the absence of threats (“background”); d) utilize
the data in conjunction with commercial classification software to create a classification decision
tree; e) utilize the data to set parameters within PSI’s received power localization (RPL)
function. With algorithms created over a few days of training data, the sensors were left in the
ground for ~30days implementing the new threat detection capability.

e The PIGPEN network was installed and activated at Woodbridge on 10/27/2009.

e Training and test data using a tamper as the only threat were collected on 10/27-28/2009.
The tamper operated at 59 distinct locations.

e Background data (including passing freight trains) were collected during 10/27-30/2009.

e From 11/2/2009 — 11/10/2009, PSI processed the acquired data. Approximately 70% of
the collected threat and background data were utilized for training the algorithm. The
remaining data were utilized to test the algorithm.

e 0On 11/12/2009 PSI installed the newly-trained algorithm in the operating PIGPEN
system and tested real-time alarm activation with tamper threats.

Field Test Results

Over 27,000 events known to be non-threatening were recorded and analyzed during the
field test. These included all of the regular activity at the site, including train traffic, maintenance
vehicles, several thunder and rain storms, and site mowing. Of these non-threatening events, 350
(0.1%) had seismic signatures detected at individual sensors that were classified as potential
excavation threats and activated the NIB’s secondary analysis of synchronous information from
multiple sensors. In all cases, the NIB algorithm successfully discriminated against activating
client notification alarms when appropriate. Thus, the false alarm rate due to non-threatening
events was zero. ” The threat library was expanded with additional acoustic signatures from a
tamper at a more complex soil conditions as compared to the prior field test #1. Additional
acoustic signatures were also attained from overhead aircraft and nearby train activity. The system
was operational until December 14 when it was removed from the site.

Final report to DOT/RSPA — Contract #DTPH56-08-T-000019



25

Currently, algorithm training is a manual process performed after acquiring training data.
The real-time tests with the tamper confirmed the effectiveness of the algorithm training
procedure. The same training procedure can, in the future, include additional threats. A
summary of Field Test 2 results (and comparison to program goals) is listed in Table 3.

Table 3. Results Summary from the Woodbridge, NJ Field Test
Phase 1 Goals ahd Status

Property Goal Status
Probability of detecting threat 95% 86%
within protected area
Probability of correctly classifying 0% 91%
threat within protected area
Localization error <20 f1 inuniform soil <30 f mean absolute error
< 35 ft in complex soil < 3 ft rms variation for persistent threats
False alarms < 5% <7% for threats slightly outside protected area

0% for non-threats

4.2 Year 2

A project review meeting was held on January 13, 2010 to review the Year 1 work and
initiate the Year 2 work scope. Year 2 objectives were to:

» Transfer PIGPEN documentation to commercialization partner
» Develop next-generation (AP+) configuration
* Field test and demonstrate AP+

Table 4 summarizes the Year 2 tasks that achieved these Objectives.
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Table 4. Year 2 Tasks

e Field Test #3
e Survey Customer Requirements

e Design next-generation (AP+) prototype system
— Revise sensor and NIB hardware

— Update algorithms based on Year 1data

e Build AP+ systems suitable for long term field testing
— Build and debug first system

— Build additional systems
e Conduct field tests

e Review, Analyze and Report results

4.2.1 Field Test 3 (Santa Cruz, CA)

Year 2 began with Field Test 3 using the AP system hardware to acquire more data and
improve algorithms at a private test site in Santa Cruz, CA.

Test Purpose

The goal of the Santa Cruz testing was to gather additional threat and background
data for a semi-rural location at a site easily accessed by the PSI developer. The data were
intended for use to enhance the algorithms that extract spectral information from the raw seismic
data, ultimately leading to improved Pq. American Innovations was to implement this enhanced
(frequency-incorporating) code on the sensor firmware for local processing and transmittal to the
NIB for use by the feature classification algorithm. However, the task was suspended when
American Innovations withdrew from the project during the course of the Year 2 work scope.

Test Configuration

As illustrated in Figure 18, four sensors were installed in a corner of a privately held
farm. This installation, covering the period from Apr-Jun 2010, employed the AP hardware.
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N

Figure 18. Satelliteap of sensor locations in the Santa Cruz test site.

Test Procedure
Two weeks of seismic data were collected. No video data was collected.

As with previous long-term installations, these sensor nodes spent most of the time
recording ambient background signals. Background activity included mowing with a tractor
mounted hammer mower, animal activity (deer and gophers), and normal automobile traffic
along an adjacent road. Periodically, controlled threat events were generated using available
equipment. Threat activity included a backhoe digging at four locations and two different
bulldozers backfilling the trenches dug by the backhoe.

Field Test Results

Sample spectral signatures from the heavy equipment tests are illustrated in Figures 19
and 20. The figures show the measured spectral response versus time for one of the bulldozers
and the backhoe, respectively. Spectral patterns from both machines exhibit distinct features that
can be included in the classifier feature sets utilized for threat identification. The algorithm code
was to be implemented onto the sensor firmware although this task was not completed when
American Innovations withdrew in the spring of 2011.
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Figure 20. Spectrogram of a backhoe in operation.
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4.2.2 AP+ Prototype

In May of 2011, American Innovations discontinued its participation in this project. In
September of 2011, Heath Consultants, Inc. (Heath) assumed the product commercialization
role. Shortly after, PSI transferred all available engineering documents to Heath. PSI also built
16 PIGPEN sensor element assemblies and delivered them to Heath for installation in the AP+
modules.

The AP+ prototype system differed from the AP prototype system in terms of technical goals
(demonstrated after field test data acquisition) as follows:
= 97% probability of known threat detection within a pipeline right-of-way (versus 95%
AP)
= Localization error <20 ft.(all soils) (versus AP <20ft. (uniform soils) & <35ft. (complex
soils))
= < 5% probability of incorrectly classifying a known threat (versus 10% AP)
= <2% of sensor activations due to false alarms (versus 5% AP)

The AP prototype sensor is noted below. The AP+ prototype sensor is noted in Figures 21-22.

Above Ground
12V Battery  Communication Module
!_%’i.' ) o ool |

(a) (b)
AP Sensor Prototype

Heath created a novel AP+ sensor module design intended to support advanced field
testing. This design supports a market penetration strategy that addresses the obstacles identified
by an Al customer survey, specifically the potential difficulties of having all components
including power and radio antennae at or below ground surface, and providing years of
unattended battery power. Although achieving these capabilities would provide products
satisfying the requirements of virtually all potential users, they require significant additional
development well beyond the scope of this project. Instead, Heath chose to design an
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architecture that adapts the AP technology to a package providing long-term unattended
operation suitable for early installation and evaluation by a subset of customers — the early
adopters. The design, pictured in Figure 21, houses the PIGPEN sensor in an underground pod
attached to an above-ground tube emulating a pipeline marker post, resulting in an easy-to-install
one-piece unit. The tube includes solar-charged batteries and an elevated NIB communications
interface radio and antenna. Meanwhile, the NIB is powered by a local 120Vac source. The NIB
also employs a cellular router for remote access and support. Revised PCA and sensor circuit
boards were designed to fit within this new form factor.

Construction of the AP+ prototypes began in the Spring of 2012 and continued into the
Fall with the first unit installed on the Heath grounds in October 2012 (Figure 21). At the time,
Heath intended to install five additional modules to commence field tests beginning in December
2012. However, a significant (6”’) December rainstorm revealed a flaw in the sensor housing
design that allowed water to enter and flood the sensor. Heath subsequently redesigned and
remanufactured the housing seals and plates, and rebuilt and reinstalled the first unit in the
ground. The leakage problem appeared to have been resolved. Assembly continued on
additional units yielding 3 installed on Heath grounds by May 2013. Along with the 3-sensor
set, an updated weatherproof Network Interface Box was built. Pictured in Figure 22, the system
incorporates a ruggedized computer, backup power module, and a wireless router.

Figure 21. (left) PIGPEN AP+ sensor node installed in the ground with solar panel.
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Figure 22. AP+ PIGPEN NIB external (left) and internal (right) components.

4.2.3 Field Test 4 (Houston, TX)
Test Purpose

The purpose of this installation was the vetting of the first AP+ prototype sensor nodes
and NIB at a site easily accessed by the product developers, Heath Consultants. The site is the
Heath facility in Houston TX, located immediately adjacent to Hobby airport. Timing of the
installation was chosen to coincide with the onset of construction at the test site, providing an
additional opportunity to record excavation equipment in operation in and around the “protected
area”.

Test Configuration

Three prototype solar-powered AP+ sensor nodes (subsequently called “pods”) were
installed around the Heath facility in Houston, TX at ~200ft spacing as illustrated in Figure 23.
Also illustrated in the picture are several locations (prior to construction) where construction
activity was underway in the summer of 2013, including excavation for a new building, pond and
trench for electrical mains. At the corner of an existing building, the NIB was positioned central
to the three sensors, co-located with a camera.
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Figure 23. Aerial view of the Houston, TX facility of Heath Consultants, site of Field Test 4.
Sensor and NIB locations are appended on the photo, along with demarcations of construction
area. Inset shows construction activity near Pod1.
Test Procedure

The NIB and one pod was installed and initially activated in May of 2013. In July, data
acquisition was temporarily suspended to resolve issues with communications and moisture
ingress. Corrective actions were implemented, including installation of externally-accessible
sensor reset buttons and additional waterproofing. Data acquisition using three pods resumed in
mid-August, coincident with the onset of construction at the site, which generated threat-caliber
signals for recording and subsequent analysis.

Field Test Results

Figure 24 illustrates some of the sample data recorded during the construction period.
Many of these data records contain extremely strong signals, indicating good sensor coupling
and/or a strong seismic source.

The PIGPEN system at this site would be deemed successful by Heath and PSI if the
sensor pods and camera continuously provided discernible threat signal data (coincident with
August construction activity on site) that would successfully be transmitted and stored on the
NIB computer for download and analysis. Successful operation of the PIGPEN system at this site
(based on continuous operation of the pods during their installation) provided confidence that it
was ready for deployment on a utility right-of-way for an extended remote test, Field Test 5.
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Figure 24. Raw data records over an 8hr period from the three sensors
installed at the Houston, TX site.

The system was removed at the end of September for subsequent deployment in Field
Test 5 at Con Edison.

4.2.4 Field Test 5 (Elmsford, N.Y.)
Test Purpose

The purpose of this test was to test the robust functionality of the new AP+ hardware.
This installation represents a second semi-urban location for acquisition of signals in a busy
background and the first for the AP+.

Test Configuration

The site for Field Test 5 was at a facility of NYSEARCH member Con Ed in southeast
New York. The installation area is adjacent to the Con Ed service center parking lot and the Saw
Mill River Parkway, both of which create seismic signatures that the system should classify as
either “normal” background or “abnormal but outside of protected area”. The three pods were
installed on 11/08/13 at ~150ft spacing at the locations shown in Figure 25, with the NIB and
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video camera at the northeast end of the array. As at Test Sites 1 and 2, high voltage electric
service lines/towers were overhead. The overhead lines right-of-way is the protected area.

Google earth
k

) 2,690 W elev 1960 eve dt 475 1)
Figure 25. Satellite view of the edge of the ConEd facility in EImsford, NY,
site of Field Test 5. Locations of sensor pods and NIB are indicated as well as
four paths traversed by a tamper for initial sensor calibration.

Test Procedure

On the day of installation, Pod3, the most distant from the NIB, failed to communicate. It
could not be repaired on site. Calibration data were acquired from the two operating sensors.
These data recorded the signatures of a tamper operating at a grid of points distributed within the
area protected by the PIGPEN system. The tamper traversed 4 paths (A, B, C & D) as illustrated
in Figure 25. A picture of the site captured by the NIB camera is shown in Figure 26 (bottom).
This was taken at 09:35 upon concluding the Path B run. The brown spots are the tamped
locations from Paths A and B. Sensor node locations are indicated, and the backhoe and
pneumatic tamper employed for threat signatures are also evident.

The system collected and recorded data unattended continuously from the two operating
sensors through November. Some loss of data occurred in early December due to an error
addressing the backup storage hard drive in the NIB, which required a manual on-site restart.
This error was corrected during a site visit on December 6. During this visit, the failed sensor
pod was replaced. The replacement pod appeared at the time to function normally. Subsequent
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examination of the data indicates that some transmitted data files are partially corrupted,
complicating the data processing.

Field Test Results

Much of the data acquired at this site is still being processed and utilized for
classification algorithm improvement, including the long-term background data acquisitions.
The system remains installed on site at the time of this report. Figure 27 illustrates the calibration
data generated on the two active sensors by the four passes of the tamper on 11/08/13.
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Figure 26. Photos of the PIGPEN field test site at EImsford, NY
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Power vs Time : ConED Tamper Calibration — Sensor 1
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Figure 27. Processed signals (2 sec acoustic power vs time) for the two active sensors at the
Elmsford, N site during the sensor calibration activities with the tamper on 11/08/13.
Arrows indicate other identified events, such as dropping of the tamper (0932),
vehicles moving in the adjacent parking lot (~0945), people walking near the sensors
and packing the tamper in its truck (>1010). Signals between 0830 and 0850 are
tamping at Pod1 followed by Pod2.

5.0 Conclusions

Year 2 stated objectives were as follows:
» Transfer PIGPEN documentation to a commercialization partner
» Develop next-generation (AP+) configuration
* Field test and demonstrate AP+

Using the AP system hardware previously developed in this program, we demonstrated
long- term (>30 days) autonomous operation and threat notification based on a set of algorithms
developed during the course of the work. The AP+ system, installed at a utility test site shortly
before program completion, addressed installation and maintenance shortcomings of the AP
configuration. AP+ demonstrated simplified installation with its monolithic “pod” design,
continuous long-term unattended sensor operation using solar power and rechargeable batteries,
and watertight sealing. The AP+ sensors, nominally the same as AP but in a different external
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package, exhibit signal detection sensitivity comparable to or better than the AP system. This
conclusion is based on the data in Figure 27 that demonstrates that the sensors easily detect the
tamper from the farthest ranges. In particular, sensor 1 readily detects the tamper from the far
end of path C, a range of 300 feet. However, the AP+ system, when installed at its present field
test site, has suffered some problems transmitting high bandwidth data to the NIB, complicating
the processing and analysis of the acquired data.

The PIGPEN algorithms process seismic signals detected by the sensors and subject the
signals to three tests: 1) signal amplitude exceeds a CFAR threshold and signal features are
classified as abnormal or known threat; 2) signal source is located within the protected area
(right-of-way width); and (3) the source persists at a fixed location. With a network of 3 or more
sensors spaced approximately 200 ft apart, in a semi-urban field test along a pipeline right-of-
way, the AP (Year 1 work scope) system achieved:

86% probability of detecting threat events (Py)
14% missed events (Pma)

91% correct classification of threat vs non-threat
95% correct localization in or out of right-of-way
<3ft localization error for persistent threats

0% false alarms

These results were obtained by classifying seismic signatures using only a few simple
data features based solely on signal power averaged over two second periods. Because firmware
needed to calculate and transmit these features was not installed in the AP or AP+ sensors, and
the AP raw data is insufficient, testing this expectation relies on acquiring and analyzing new
raw data being accumulated with the AP+,

The Year 2 technical objectives could not be fully vetted or field tested based on the
limited data received and analysis performed to date from the AP+ sensors at the Con Ed site.
These technical objectives are as follows:

= 97% probability of known threat detection within a pipeline right-of-way
= Localization error <20 ft.(all soils)

= < 5% probability of incorrectly classifying a known threat

= <2% of sensor activations due to false alarms

The PSI project team intends to continue AP+ system data acquisition, testing and processing at
the Con Ed site via separate project funding. This analyzed data will be provided to PHMSA and
NYSEARCH by June of 2014.
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